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I. Basis of the report 

1 . With regard to the elements of the international application (Replacement sheets which have been furnished to 
the receiving Office in response to an invitation under Article 14 are referred to in this report as "originally filed" 
and are not annexed to this report since they do not contain amendments (Rules 70. 16 and 70. 1 7))\ 
Description, pages: 

1-11 as originally filed 

Claims, No.: 

1-8 as received on 27/06/2001 with letter of 25/06/2001 

Drawings, sheets: 

1 -3 as originally filed 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: , which is: 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the international application (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under Rule 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in written form. 

□ filed together with the international application in computer readable form. 

□ furnished subsequently to this Authority in written form. 

□ furnished subsequently to this Authority in computer readable form. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in 
the international application as filed has been furnished. 

□ The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 

4. The amendments have resulted in the cancellation of: 

□ the description, pages: 

□ the claims, Nos.: 
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□ the drawings, sheets: 



5. □ This report has been established as If (some of) the amendments had not been made, since they have been 
considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 



6. Additional observations, if necessary: 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 

1. Statement 

Novelty (N) Yes: Claims 1-8 

No: Claims 

Inventive step (IS) Yes: Claims 

No: Claims 1-8 

Industrial applicability (IA) Yes: Claims 1-8 

No: Claims 



2. Citations and explanations 
see separate sheet 



VII. Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet 



VIII. Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 
see separate sheet 
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1 . General 

The present application does not satisfy the criteria set forth 
in Articles 6 and 33(3) PCT. Details of the objections are set 
out below. 

2. Concerning Section VIII - Art. 6 PCT: 

2.1. Claim 1 

With the characterizing feature "the unauthorized modification 
includes coupling . . . " an attempt is made to specify the 
subject-matter of an apparatus in terms of a feature that is 
external to the apparatus and to which the apparatus is 
apparently design to respond. It is considered that such a 
feature positioned in the characterizing portion casts doubt 
upon the claim* s intended scope of protection (Art. 6 PCT 
contravened) . It is considered that the feature should be 
positioned in the preamble, instead. 

2.2. Claims 3, 6 

The scope of claims of claims 3 and 6 is obscured by features 
put in angled brackets. 

3. Concerning Section V - Articles 33(2) and 33(3) PCT 

The following documents are cited: 
Dl: WO-A-96/00951; 
D2: EP-A-0 880 311. 

3.1. Claim 1 

Dl (abstract; p.l lines 3-5; p. 2 lines 4-29; p. 6 lines 22-25; 
p. 5 line 23 -p. 6 line 3) anticipates all features of claim 1 
with the exception that claim 1 effectively specifies 
- providing as the port detector a loop . antenna around the port 
opening for detecting (magnetic fields due to) time-varying 
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currents passing along (unauthorized) conductors extending 
through the port, 
whereas Dl discloses 

- providing as the port detector a capacitive antenna ("laminae" 
17, 17 1 ) at the port opening for detecting a time varying 
electric field that is changed due to the presence of 
unauthorized conductors extending through the port. 

The difference identified above amounts to detecting (changes 
of) magnetic fields instead of detecting (changes of) electric 
fields. Accordingly the claim specifies a loop antenna whereas 
Dl discloses an antenna that responds to electric fields. 

The skilled person routinely seeking alternatives to the design 
disclosed in Dl would have considered, as an obvious design 
option, replacing the disclosed antenna with an antenna of a 
different type, in accordance with the specific requirements, 
and without exercise of an inventive step. 

The skilled person would thus have considered using a loop 
antenna as exemplarily disclosed in D2 instead of the different 
antenna disclosed in Dl . This is because the skilled person was 
readily aware that each time-varying electromagnetic field has 
both an electric and a magnetic field component, and therefore 
detecting the magnetic field is equivalent to detecting an 
electric field. 

It is to be noted that although D2 discloses a loop antenna in 
relation to detecting leakage of radiation through a shielding, 
the skilled person has been aware, almost from the beginning of 
developments in the field of radiated waves, of the capability 
of loop antennas to detect magnetic fields. Using a loop antenna 
instead of another type of antenna is obvious from standard 
textbooks . 

For the reasons given above, the subject-matter of claim 1 
contravenes Art. 33(3) PCT. 
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3.2. Claim 6 

In comparison to claim 1, claim 6 provides further detail as to 

(a) the detection of the radiation which requires that a time- 
varying current is provided in the (unauthorized) conductors; 

and provides 

(b) a determination step to determine whether an unauthorized 
use of the electronic security device is made based on a 
capacitance (value) detected by a signature signal detected 
at the loop antenna . 

These additional features imply the following steps: 

- firstly, a time-varying electric signal is provided to the 

conductors that establish contact between the host device and 
the electronic security device; 

- secondly, the time-varying electric signal establishes a 

current in any unauthorized wire that extends through the 
port, and thus a change of overall current; 

- thirdly, the current change via its respective change of 

induced magnetic field component is detected; 

- fourthly, from the current change, a change in capacitance of 

the device is detected (which implicitly has to differ from a 
standard capacitance) which change is large enough to 
conclude that there is unauthorized use of the security 
device . 

Dl also discloses the first step identified above, which 
unavoidable results the second step, so that the first and 
second steps are not novel in comparison to Dl . 

As to the third step, the authors of Dl selected to detect the 
electric field, instead of the magnetic field as claimed. The 
third step lacks an inventive step, as set out in paragraph 3.1 
above in relation to claim 1. 

As to the fourth step, the authors of Dl having selected detec- 
ting the electric field had to compare a received field strength 
value with a standard (threshold) value so as to determine 
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unauthorized use of the security device. 

Thus evaluating the presence of an inventive step by claim 1 can 
be reduced to the question whether it was obvious or not to 
replace a determination based on a threshold and a detected 
electric or magnetic field component with a determination based 
on a threshold and a capacitance value determined from a 
detected field component. 

Detecting radiation can be carried out by sensing of time-vary- 
ing electric field. Such sensing unavoidably leads to the 
detection of a voltage signal representative of the media 
penetrated by the fields. This is well-known in the art and 
widely used in many fields of industry, such as in determining 
properties of organic or non-organic matter. 

Any such known detection of a change in electric fields depen- 
ding upon the material provided in a test volume is commonly 
designated as dielectric constant measurement which is equi- 
valent to capacitance measurement. 

Generally speaking detecting a capacitance is equivalent to de- 
tecting a dielectric constant in a test volume. To determine the 
capacitance, at least one of fields in the test volume must be 
detected, as is effected in both Dl and according to claim 6. 
It is well-known (textbook knowledge) in the art that capacitan- 
ce and field strength are correlated. Thus it is considered a 
mere obvious design option of the skilled person to replace a 
determination based on detected field strength with a determina- 
tion based on a capacitance value derived from a detected field 
strength. Accordingly, claim 6 is considered to contravene Art. 
33(3) PCT. 

3.3. Dependent claims 

In light of the findings set out above, the explicit and impli- 
cit disclosure of Dl and the normal skills of the skilled per- 
son, an inventive step cannot be identified in any of the 
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additional features of the dependent claims. 

4. Concerning Section VII: Description and other belongings 

(a) Documents reflecting the prior art described on pages 1 and 
2 are not identified in the description (Rule 5.1(a) (ii) PCT) . 

(b) Contrary to the requirements of Rule 5.1(a) (ii) PCT, the 
relevant background art disclosed in the document Dl is not 
summarized and the document not identified in the description. 

(c) The description (p. 9 lines 29 and 35) refers to capacitance 
values in terms of pico Farads derived from dielectric con- 
stants. The respective passages are obscured by the fact that 
areas' values (such as cm 2 ) with which the capacitance values are 
necessarily linked are not provided. 

(d) The described features 

"electromagnetic radiation consisting of both an electrostatic 

field ..." (p. 7 lines 5-6) and 
"electrostatic radiation 11 (p. 8 lines 29 and 38) 

are obscure and self -contradicting because radiation is only de- 
finable in conjunction with time-varying electromagnetic fields 
which are thus non-static. Electromagnetic radiation is defined 
as the vector product of time-varying magnetic and electric 
fields and can also be expressed in terms of the squares of mag- 
netic or electric field amplitudes. An "electrostatic field" 
might also be present, but cannot be linked with "radiation". 
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hat is claimed is: 

1 . An apparatus sensing unauthorized use of an electronic security device, the 
apparatus comprising: 

a host device comprising a housing having a port formed therein, the port 
is configured to receive the electronic security device; and 

a port detector, located proximate to said port for sensing radiation 
emitted from unauthorized modification of the electronic security device. 

2. The apparatus set forth in claim 1, further comprising a limiting device that 
limits operation of the host device if the port detector senses unauthorized used 
of the electronic security device. 



15 3. The apparatus set forth in claim 1, wherein the port detector senses 

electromagnetic energy produced by unauthorized use of the electronic security 
device. 

4. The apparatus set forth in claim 1 , wherein the port detector comprises a 
20 loop antenna positioned adjacent the port. 

5. The apparatus set forth in claim 4, wherein when the electronic security 
device is inserted in the port, the loop antenna extends around the port. 

25 6. The apparatus set forth in claim 1 , wherein the port detector detects 
electromagnetic radiation occurring at the port having a prescribed frequency. 

7. The apparatus set forth in claim 6, wherein the signature signal is detected 
by the port detector as magnetic radiation, and the detector is an antenna. 

30 

8. The apparatus set forth in claim 1, wherein the signature signal is detected 
by the port detector as electrostatic radiation, and the detector measures 
capacitance. 

35 9. The apparatus set forth in claim 1, wherein the signature signal is detected 
by the port detector as a capacitance value. 

10. The apparatus set forth in claim 1, wherein the electronic security device is 
a smart card. 
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1 1 . A method of determining unauthorized use of an electronic security device 
comprising: 

monitoring radiation received adjacent a port to detect unauthorized use of 
5 the electronic security device. 

12. The method set forth in claim 1 1 , further comprising the act of limiting 
transfer of the information between the electronic security device and the host 
device if said radiation similar to the signature signal is sensed during the 

10 monitoring act. 

13. The method set forth in claim 1 1 , wherein the electronic security device is a 



15 14. An apparatus sensing unauthorized use of an electronic security device, the 
apparatus comprising: 

a host device comprising a housing having a port formed therein, the port 
is configured to receive the electronic security device; and 

a port sensor, located proximate to said port for measuring a dielectric 
20 constant of an electronic security device inserted in the port. 



smart card. 



PATENT COOPERATION 



TY 



IARY EXAMINING AUTHORITY 



From the 
INTERNATIONAL PRELIMIN 



RECEIVED 



To: 



TRIPOLI, Joseph S. 

THOMSON MULTIMEDIA LICENSING INC. 

P.O. Box 5312 

2 Independence Way 

Princeton, New Jersey 08540 

ETATS-UNIS D'AMERIQUE 



3h. 




NOTIFICATION OF TRANSMITTAL OF 
THE INTERNATIONAL PRELIMINARY 
EXAMINATION REPORT 

(PCTRule 71.1) 



Date of mailing 
(day/month/year) 



08.08.2001 



Applicants or agent's file reference 
RCA89349 


IMPORTANT NOTIFICATION 


International application No. 
PCT/US00/17441 


International filing date (day/month/year) 
26/06/2000 


Priority date (day/month/year) 
15/07/1 999 


Applicant 

THOMSON LICENSING S.A. et al. 



1. The applicant is hereby notified that this International Preliminary Examining Authority transmits herewith the 
international preliminary examination report and its annexes, if any, established on the international application. 



2. A copy of the report and its annexes, if any, is being transmitted to the International Bureau for communication 
to all the elected Offices. 



3. Where required by any of the elected Offices, the International Bureau will prepare an English translation of the 
report (but not of any annexes) and will transmit such translation to those Offices. 



4. REMINDER 

The applicant must enter the national phase before each elected Office by performing certain acts (filing 
translations and paying national fees) within 30 months from the priority date (or later in some Offices) (Article 
39(1)) (see also the reminder sent by the International Bureau with Form PCT/IB/301). 



Where a translation of the international application must be furnished to an elected Office, that translation must 
contain a translation of any annexes to the international preliminary examination report. It is the applicant's 
responsibility to prepare and furnish such translation directly to each elected Office concerned. 



For further details on th f appiin^ tirpg lirr^ ^pri mnuirpnrignts of the elected Offices, see Volume II of the 
PCT Applicant's Guidf. 



\tvent 



na limits a 



deadline 



& AJov £w/ 



DTP 




'//a/6/ 



Name and mailing address of the IPEA/ 



European Patent Office 
080298 Munich 

Tel. +49 89 2399 - 0 Tx: 523656 epmu d 
Fax: +49 89 2399 - 4465 



AutJ luitirctr office r 



Schalinatus, D 



Tel.+49 89 2399-8242 



m » 



Form PCT/IPEA/416 (July 1992) 



>ATENT COOPERATION H iATY 

PCT 

INTERNATIONAL PRELIMINARY EXAMINATION REPORT 

(PCT Article 36 and Rule 70) 



Applicant's or agent's file reference 
RCA89349 


See Notification of Transmittal of International 
FOR FURTHER ACTION Preliminary Examination Report (Form PCT/IPEA/416) 


International application No. 


Intemationai filing date (day/month/year) 


Priority date (day/month/year) 


PCT/USOO/17441 


26/06/2000 


15/07/1999 


International Patent Classification (IPC) or national classification and IPC 
H04N7/16 


Applicant 






THOMSON LICENSING S.A. et al. 







1 . This international preliminary examination report has been prepared by this International Preliminary Examining Authority 
and is transmitted to the applicant according to Article 36. 

2. This REPORT consists of a total of 8 sheets, including this cover sheet. 

H This report is also accompanied by ANNEXES, i.e. sheets of the description, claims and/or drawings which have 
been amended and are the basis for this report and/or sheets containing rectifications made before this Authority 
(see Rule 70.16 and Section 607 of the Administrative Instructions under the PCT). 

These annexes consist of a total of 3 sheets. 



3. This report contains indications relating to the following items: 



I 


8 


II 


□ 


III 


□ 


IV 


□ 


V 




VI 


□ 


VII 


H 


VIII 





citations and explanations suporting such statement 



Date of submission of the demand 
09/02/2001 


Date of completion of this report 
08.08.2001 


Name and mailing address of the intemationai 
preliminary examining authority: 

^ European Patent Office 
0))) D-80298 Munich 
£y* Tel. +49 89 2399 - 0 Tx: 523656 epmu d 
Fax: +49 89 2399 - 4465 


Authorized officer ^^s^x 
Loeser, E | JD J 

Telephone No. +49 89 2399 8482 ^S»^ 



Form PCT/IPEA/409 (cover sheet) (January 1994) 





INTERNATIONAL PRELIMINARY 
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International application No. PCT/US00/1 7441 



I. Basis of the report 

1 . With regard to the elements of the international application (Replacement sheets which have been furnished to 
the receiving Office in response to an invitation under Article 14 are referred to in this report as "originally filed" 
and are not annexed to this report since they do not contain amendments (Rules 70. 16 and 70. 1 7)): 
Description, pages: 

1-11 as originally filed 



2. With regard to the language, all the elements marked above were available or furnished to this Authority in the 
language in which the international application was filed, unless otherwise indicated under this item. 

These elements were available or furnished to this Authority in the following language: , which is: 

□ the language of a translation furnished for the purposes of the international search (under Rule 23.1 (b)). 

□ the language of publication of the international application (under Rule 48.3(b)). 

□ the language of a translation furnished for the purposes of international preliminary examination (under Rule 
55.2 and/or 55.3). 

3. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the 
international preliminary examination was carried out on the basis of the sequence listing: 

□ contained in the international application in written form. 

□ filed together with the international application in computer readable form. 

□ furnished subsequently to this Authority in written form. 

□ furnished subsequently to this Authority in computer readable form. 

□ The statement that the subsequently furnished written sequence listing does not go beyond the disclosure in 
the international application as filed has been furnished. 

□ The statement that the information recorded in computer readable form is identical to the written sequence 
listing has been furnished. 

4. The amendments have resulted in the cancellation of: 

□ the description, pages: 

□ the claims, Nos.: 



Claims, No.: 



as received on 



27/06/2001 with letter of 



25/06/2001 



Drawings, sheets: 



as originally filed 
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□ the drawings, sheets: 

5. □ This report has been established as if (some of) the amendments had not been made, since they have been 
considered to go beyond the disclosure as filed (Rule 70.2(c)): 

(Any replacement sheet containing such amendments must be referred to under item 1 and annexed to this 
report.) 



6. Additional observations, if necessary: 



V. Reasoned statement under Article 35(2) with regard to novelty, inventive step or industrial applicability; 
citations and explanations supporting such statement 



1. Statement 
Novelty (N) 

Inventive step (IS) 

Industrial applicability (IA) 



Yes: 
No: 

Yes: 
No: 

Yes: 
No: 



Claims 1 -8 
Claims 

Claims 
Claims 1 -8 

Claims 1 -8 
Claims 



2. Citations and explanations 
see separate sheet 



VII. Certain defects in the international application 

The following defects in the form or contents of the international application have been noted: 
see separate sheet 



VIII. Certain observations on the international application 

The following observations on the clarity of the claims, description, and drawings or on the question whether the 
claims are fully supported by the description, are made: 
see separate sheet 
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1 . General 

The present application does not satisfy the criteria set forth 
in Articles 6 and 33(3) PCT. Details of the objections are set 
out below. 

2. Concerning Section VIII - Art. 6 PCT: 

2.1. Claim 1 

With the characterizing feature "the unauthorized modification 
includes coupling . . . " an attempt is made to specify the 
subject-matter of an apparatus in terms of a feature that is 
external to the apparatus and to which the apparatus is 
apparently design to respond. It is considered that such a 
feature positioned in the characterizing portion casts doubt 
upon the claim's intended scope of protection (Art. 6 PCT 
contravened) . It is considered that the feature should be 
positioned in the preamble, instead. 

2.2. Claims 3, 6 

The scope of claims of claims 3 and 6 is obscured by features 
put in angled brackets. 

3. Concerning Section V - Articles 33(2) and 33(3) PCT 

The following documents are cited: 
Dl: WO-A-96/00951; 
D2: EP-A-0 880 311. 

3.1. Claim 1 

Dl (abstract; p.l lines 3-5; p. 2 lines 4-29; p. 6 lines 22-25; 
p. 5 line 23 -p. 6 line 3) anticipates all features of claim 1 
with the exception that claim 1 effectively specifies 
- providing as the port detector a loop antenna around the port 
opening for detecting (magnetic fields due to) time-varying 
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currents passing along (unauthorized) conductors extending 
through the port, 
whereas Dl discloses 

- providing as the port detector a capacitive antenna ("laminae" 
17, 17') at the port opening for detecting a time varying 
electric field that is changed due to the presence of 
unauthorized conductors extending through the port. 

The difference identified above amounts to detecting (changes 
of) magnetic fields instead of detecting (changes of) electric 
fields. Accordingly the claim specifies a loop antenna whereas 
Dl discloses an antenna that responds to electric fields. 

The skilled person routinely seeking alternatives to the design 
disclosed in Dl would have considered, as an obvious design 
option, replacing the disclosed antenna with an antenna of a 
different type, in accordance with the specific requirements, 
and without exercise of an inventive step. 

The skilled person would thus have considered using a loop 
antenna as exemplarily disclosed in D2 instead of the different 
antenna disclosed in Dl . This is because the skilled person was 
readily aware that each time-varying electromagnetic field has 
both an electric and a magnetic field component, and therefore 
detecting the magnetic field is equivalent to detecting an 
electric field. 

It is to be noted that although D2 discloses a loop antenna in 
relation to detecting leakage of radiation through a shielding, 
the skilled person has been aware, almost from the beginning of 
developments in the field of radiated waves, of the capability 
of loop antennas to detect magnetic fields. Using a loop antenna 
instead of another type of antenna is obvious from standard 
textbooks . 

For the reasons given above, the subject-matter of claim 1 
cont r avene s Art . 33(3) PCT . 
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In comparison to claim 1, claim 6 provides further detail as to 

(a) the detection of the radiation which requires that a time- 
varying current is provided in the (unauthorized) conductors ; 

and provides 

(b) a determination step to determine whether an unauthorized 
use of the electronic security device is made based on a 
capacitance (value) detected by a signature signal detected 
at the loop antenna. 

These additional features imply the following steps: 

- firstly, a time-varying electric signal is provided to the 

conductors that establish contact between the host device and 
the electronic security device; 

- secondly, the time-varying electric signal establishes a 

current in any unauthorized wire that extends through the 
port, and thus a change of overall current; 

- thirdly, the current change via its respective change of 

induced magnetic field component is detected; 

- fourthly, from the current change, a change in capacitance of 

the device is detected (which implicitly has to differ from a 
standard capacitance) which change is large enough to 
conclude that there is unauthorized use of the security 
device . 

Dl also discloses the first step identified above, which 
unavoidable results the second step, so that the first and 
second steps are not novel in comparison to Dl . 

As to the third step, the authors of Dl selected to detect the 
electric field, instead of the magnetic field as claimed. The 
third step lacks an inventive step, as set out in paragraph 3.1 
above in relation to claim 1. 

As to the fourth step, the authors of Dl having selected detec- 
ting the electric field had to compare a received field strength 
value with a standard (threshold) value so as to determine 



3.2. 



Claim 6 
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unauthorized use of the security device. 

Thus evaluating the presence of an inventive step by claim 1 can 
be reduced to the question whether it was obvious or not to 
replace a determination based on a threshold and a detected 
electric or magnetic field component with a determination based 
on a threshold and a capacitance value determined from a 
detected field component. 

Detecting radiation can be carried out by sensing of time-vary- 
ing electric field. Such sensing unavoidably leads to the 
detection of a voltage signal representative of the media 
penetrated by the fields. This is well-known in the art and 
widely used in many fields of industry, such as in determining 
properties of organic or non-organic matter. 

Any such known detection of a change in electric fields depen- 
ding upon the material provided in a test volume is commonly 
designated as dielectric constant measurement which is equi- 
valent to capacitance measurement. 

Generally speaking detecting a capacitance is equivalent to de- 
tecting a dielectric constant in a test volume. To determine the 
capacitance, at least one of fields in the test volume must be 
detected, as is effected in both Dl and according to claim 6. 
It is well-known (textbook knowledge) in the art that capacitan- 
ce and field strength are correlated. Thus it is considered a 
mere obvious design option of the skilled person to replace a 
determination based on detected field strength with a determina- 
tion based on a capacitance value derived from a detected field 
strength. Accordingly, claim 6 is considered to contravene Art. 
33(3) PCT. 

3.3. Dependent claims 

In light of the findings set out above, the explicit and impli- 
cit disclosure of Dl and the normal skills of the skilled per- 
son, an inventive step cannot be identified in any of the 
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additional features of the dependent claims. 

4. Concerning Section VII: Description and other belongings 

(a) Documents reflecting the prior art described on pages 1 and 
2 are not identified in the description (Rule 5.1(a) (ii) PCT) . 

(b) Contrary to the requirements of Rule 5.1(a) (ii) PCT, the 
relevant background art disclosed in the document Dl is not 
summarized and the document not identified in the description. 

(c) The description (p. 9 lines 29 and 35) refers to capacitance 
values in terms of pico Farads derived from dielectric con- 
stants. The respective passages are obscured by the fact that 
areas 1 values (such as cm 2 ) with which the capacitance values are 
necessarily linked are not provided. 

(d) The described features 

u electromagnetic radiation consisting of both an electrostatic 

field ..." (p. 7 lines 5-6) and 
"electrostatic radiation" (p. 8 lines 29 and 38) 

are obscure and self -contradicting because radiation is only de- 
finable in conjunction with time-varying electromagnetic fields 
which are thus non-static. Electromagnetic radiation is defined 
as the vector product of time -varying magnetic and electric 
fields and can also be expressed in terms of the squares of mag- 
netic or electric field amplitudes. An "electrostatic field" 
might also be present, but cannot be linked with "radiation". 
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| CLAIMS 

i 
i 

1 . An apparatus sensing unauthorized use of an electronic security device (108), 
the apparatus comprising a host device (101) with a housing (121) having an opening 
5 forming a port (112) configured to receive the electronic security device (108), the 
port (112) forming a limited passage into the housing (121) for passage of the 
electronic security device (108); and a port detector (308) for sensing radiation 
emitted from unauthorized modification of the electronic security device (108), the 
port detector (308) controlling or preventing operation of the apparatus based upon 
10 detection of said unauthorized modification, characterized in that 

the unauthorized modification includes coupling to the electronic security 
device (108) conductors (302) extending through the port (1 12) and wherein the port 
detector (308) has a loop antenna (306) encompassing the opening forming the port 
(112), the loop antenna (306) being responsive to time varying currents passing 
15 along the conductors (302). 

2. The apparatus set forth in claim 1 , wherein the port detector (308) detects 
electromagnetic radiation occurring at the port (112) having a prescribed frequency. 

20 3. The apparatus set forth in claim 1 , wherein the apparatus is operable to apply 
a time varying signal to the electronic security device (108), which time varying signal 
is detected by the port detector (308) at the loop antenna (306) as a signature signal 
[is detected by] and wherein the port detector (308) is responsive to variations in [as 
electrostatic radiation, and the detector measures] capacitance that are identifiable 
25 from the signature signal and indicate presence of said conductor (302). 

4. The apparatus set forth in claim 1 , wherein the electronic security device (108) 
emits a time varying signal detected by the port detector (308) as a signature signal 
at the loop antenna (306), and wherein the port detector (308) is responsive to 
30 variations in a capacitance of the electronic security device (108) that are identifiable 
from the signature signal. 
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5. The apparatus set forth in claim 1 , wherein the electronic security device (108) 
is a smart card. 

6. A method of determining unauthorized use of an electronic security device 
5 (108) [comprising:] wherein the electronic security device (108) is used in an 

apparatus having a housing (121) that is substantially closed but for an opening 
defining a port (1 12) for receiving the electronic security device (108) and the 
unauthorized use includes coupling conductors (302) to the electronic security device 
(108), the conductors (302) extending along a path through the port (1 12), 
10 characterized in that: 



encompassing the path of any said conductors (302); and, 

radiation received at the loop antenna (306) is monitored to detect 
unauthorized use of the electronic security device (108) by providing a time varying 
15 current in the conductors (302) and detecting a resulting signature at the loop 
antenna (306), and determining that the electronic security device (1 08) has a 
capacitance detected by a signature signal at the loop antenna indicating presence of 
the conductors (302). 

20 7. The method set forth in claim 6, further comprising at least limiting transfer of 
information between the electronic security device (108) and the host device (101) 
upon detection of said unauthorized use. 

8. The method set forth in claim 6, wherein the electronic security device (108) is 
25 a smart card. 



a loop antenna (306) is placed at the opening defining the port (112), 
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Abstract of the Disclosure 



A device for sensing unauthorized use of an electronic security device (108) 
has a host device (101 ) and a detector with a loop antenna (306) associated with the 
5 port (1 12) that receives the electronic security device (108), such as a smart card. 
The host device comprises a housing (121) having the port formed therein. In one 
embodiment, the port detector senses radiation emitted from unauthorized use of the 
electronic security device by attachment of hot-wire conductors to the security device, 



10 embodiment, the dielectric constant of the electronic security device (108) is 
measured and compared to a predetermined value for distinguishing a nominal 
device from one with attached hot wiring. 



which conductors carry currents through the port and the detector. In an alternate 
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This International Search Report consists of a total of 2 sheets. 
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Basis of the report 

a With regard to the language, the international search was carried out on the basis of the international application in the 
language in which it was filed, unless otherwise incficated under this item. 

I I the international search was carried out on the basis of a translation of the international application furnished to this 
L - J Authority (Rule 23.1 (b)). 

b. With regard to any nucleotide and/or amino acid sequence disclosed in the international application, the international search 
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|X| the text is approved as submitted by the applicant. 
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[T| the text is approved as submitted by the applicant. 

I — I the text has been established, according to Rule 38.2(b), by this Authority as it appears in Box III. Tne applicant may, 
I — » within one month from the date of mailing of this international search report, submit comments to this Authority. 



The figure of the drawings to be published with the abstract is Figure No. 



[X| as suggested by the applicant. Q None of the figures. 
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